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A control system for industrial thermoprocessing equipment must meet stringent requirements in terms of plant 
and operational safety, functionality, availability and cost-eff ectiveness. The electrical and electronic equipment 
for these installations must comply with a number of relevant EC Directives and Standards. This article explains 
the context. It also explains the requirements on the design of protective systems and describes the necessary 
steps of risk assessment. In addition, the determination of so-called “SIL/PL levels” for safety functions is 
described.

owing to the new Machinery Directive 2006/42/
EC having come into force on 29 December 
2009, requirements as regards functional safety 

are imposed on thermoprocessing installations as well. 
international standards defi ne requirements in relation 
to reliability of safety functions (Safety integrity Levels 
SiL and Performance Levels PL) with the aim of minimiz-
ing the risk to persons, the environment, products and 
processes in the case of a malfunction. Manufacturers 
of thermoprocessing installations and, in particular, con-
structors of control systems must now deal with these 
topics. 

The electrical and electronic equipment of a thermo-
processing installation consists of the higher-level pro-
cess control system (Fig. 1) and the electrically actuated 
devices (sensors/actuators) which are arranged in distrib-
uted fashion on a thermoprocessing installation.

Fig. 2 schematically shows an industrial furnace for 
high temperature operation as an example of a ther-
moprocessing installation. The process control system 
is functionally linked to a large number of components 
which are arranged in the gas inlet section 1, the air inlet 
section 2, the burner control unit 3 and in the combus-
tion chamber, the fl ue gas system and the power section 
(actuators as blower / drives) of the thermoprocessing 
installation. The required signal exchange between the 
control components involved and the fi eld level is, in this 

case, classifi ed into safety-related and non-safety-related 
signals.

The process control system itself consists on the one 
hand of the control system/operating level. This accom-
modates the operating equipment required for visualiza-
tion and operation of the installation. Control sequences 
and control loops for the process are implemented and 
visualized (non-fail-safe part of the process control sys-
tem).

fig. 1: Process control system
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Moreover, the process control system comprises the 
so-called protective system which includes all facilities, 
devices and control units for safety functions whose main 
purpose is to protect persons, the installation and the 
environment.

“The protective system is a collection of equipment, 
units and safety related circuits whose main purpose is 
the protection of personnel, property and the environ-
ment. The protective system includes all the components 
required to carry out the safety function, such as sen-
sors which monitor safety related parameters (e.g. flame 
monitoring), interruption device for the flow of fuel, ven-
tilation of the body of the furnace and protection of the 
heated system (e.g. monitoring the temperature level). 
Typically a protective system consists of sensors, logic 
solving protective equipment and actuating elements. if 
this is achieved by multi-channel systems, then all chan-
nels and monitoring devices used for safety purposes 
are included within the protective system”, (source: En 
746-2:2010).

Design requirements on the  
process control system
Stringent requirements as regards safety, availability and 
economy are made of the control system of a thermopro-

cessing installation. The control-engineering 
task consists of implementing the essential 
requirements made of plant and operational 
safety in accordance with the corresponding 
EC Directives and Standards in the design 
of circuit engineering, hardware and control 
programs (software), in addition to the func-
tionality.

ec Directives, horizontal  
application
EC Directives must be applied horizontally, 
i.e. all the Directives applicable to a product 
represent the legal requirements and must be 
used in the design (Fig. 3). The requirements 
specified by the EC Directives are imple-
mented in national law by corresponding acts. 
The essential requirements of the Directives 
must be allowed for and implemented by the 
machine manufacturer and also by the control 
system manufacturer.

However, the essential requirements stipu-
lated in the EC Directives represent only mini-
mum requirements on the electrical equip-
ment of a thermoprocessing installation. What 
are crucial for specific implementation of all 
requirements in respect of the design of the 

electrical equipment of a thermoprocessing installation 
are the contractual agreements between the contracting 
parties, manufacturer and owner, of a thermoprocess-
ing installation. owner-specific requirements, extending 
beyond the essential requirements of the EC Directives, 
may, for example, be specified in factory Standards, refer-
ence to which is then made in the contract.

The Machinery Directive 2006/42/EC stipulates essen-
tial health and safety requirements for designing and 
constructing machinery. in Germany, implementation in 
national law takes the form of the 9th ordinance relating 
to the German Product Safety Act (ProdSG).

The Low Voltage Directive 2006/95/EC stipulates 
essential requirements in respect of the safety objectives 
for electrical equipment. implementation in national law, 
in Germany, takes the form of the 1st ordinance relating 
to the German Product Safety Act. Most of the safety 
objectives described here deal with compliance with the 
safety measures for protecting persons and installations 
in respect of the use of electrical equipment and dimen-
sioning thereof.

The EMC Directive 2004/108/EC stipulates essential 
requirements in respect of faultless functioning of elec-
trical/electronic equipment relating to electromagnetic 
fields. in Germany, implementation in national law takes 
the form of the German EMC Act (EMVG). in accordance 
with this, devices and systems should, themselves, not 

fig. 2: High temperature industrial furnace

reports      Measuring & Process Control

66      heat processing    1-2012



emit interference wherever possible, but 
be as resistant as possible to interference 
pickup or line-borne interference.

The Gas Appliances Directive 2009/142/
EC stipulates essential requirements made 
of appliances, safety, controlling and regu-
lating devices as well as sub-assemblies. 
implementation in national law, in Ger-
many, takes the form of the 7th ordinance 
relating to the German Product Safety Act. 
Appliances, safety, controlling and regulat-
ing devices as well as sub-assemblies for 
gas appliances must be designed, manu-
factured and used in such a way that 
failure thereof cannot result in hazardous 
situations.

requirements on manu-
facturers
Manufacturers of thermoprocessing equip-
ment (iThE) apply the Machinery Direc-
tive 2006/42/EC and must certify instal-
lation conformity with the Directive and, 
thus, the legal conformity (in accordance 
with the ProdSG) by issuing a Declaration 
of Conformity for the thermoprocessing 
installation.

Device manufacturers primarily apply 
the Gas Appliances Directive 2009/142/
EC. The Low Voltage Directive 2006/95/EC 
and the EMC Directive 2004/108/EC must 
also be applied in the case of electrically 
operated devices.

Control system manufacturers apply 
the Low Voltage Directive 2006/95/EC and 
the EMC Directive 2004/108/EC. in addi-
tion, the control system must also com-
ply with the relevant health and safety 
requirements of the Machinery Directive 
2006/42/EC since, after all, it assumes the 
control tasks for precisely this machine. 
However, the control system, considered alone, is subject 
solely to the Low Voltage Directive 2006/95/EC and the 
EMC Directive 2004/108/EC.

ec Directives, essential 
requirements
An excerpt (Section 1.2 “Control systems”) of Annex 1 of 
the Machinery Directive 2006/42/EC (applicable since 
29 January 2009) is shown here:
1.2. ConTRoL SYSTEMS
1.2.1. Safety and reliability of control systems
Control systems must be designed and constructed in 
such a way as to prevent hazardous situations from aris-

ing. Above all, they must be designed and constructed in 
such a way that:
■ they can withstand the intended operating stresses 

and external infl uences,
■ a fault in the hardware or the software of the control 

system does not lead to hazardous situations,
■ errors in the control system logic do not lead to hazard-

ous situations,
■ reasonably foreseeable human error during opera-

tion does not lead to hazardous situations. (Source: 
Machinery Directive 2006/42/EC)

This excerpt clearly shows that the safety objectives 
(essential requirements) which must be implemented by 

fig. 3: EC Directives, legal requirements

fig. 4: Machine-safety product standards
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the designer are described in the Directive. The designer 
of the control system then fi nds specifi c assistance for 
practically orientated implementation of these safety 
objectives in the relevant standards where design details 
are described.

European Standards, after publication in the offi  cial 
Journal of the European Union, receive the status of “Har-
monized Standard”. Harmonized Standards must then be 
transposed unchanged into national standards. Harmo-
nized Standards specify how the essential requirements 
of the EC Directives can be complied with in accordance 
with the current state of the art. Compliance of products 
with Harmonized Standards gives rise to the assumption 
of compliance with the essential requirements of the EU 
Directives.

Standards do not have the force of law. Application 
thereof is voluntary but, nevertheless, recommended. 
The manufacturer is free to opt whether he takes recourse
 to Harmonized Standards when manufacturing his pro-
ducts or complies with the stipulated, essential require-
ments of the EC Directives in another way.

normative interrelationships, 
machine-safety proDuct 
stanDarDs
in order to illustrate important interrelationships, Fig. 4 
uses a form of representation which clearly shows the 
relationships between the Harmonized Standards among 
each other and to the related Directives.

The relevant EC Directives are shown horizontally and, 
beneath them, the corresponding Harmonized Standards 
are assigned in each case.

En 746-2:2010 (industrial thermoprocessing equipment 
– Part 2: Safety requirements for combustion and fuel 
handling systems) is a Harmo-
nized Type C Standard further 
to the Machinery Directive.

“This part of En 746 
together with En 746-1 speci-
fi es safety requirements for 
single and multiple burn-
ers that are part of indus-
trial Thermoprocessing 
Equipment. (in this standard 
referred to as iThE).

This document deals with 
signifi cant hazards, hazard-
ous situations and events 
relevant to combustion and 
fuel handling systems that 
are part of iThE, when used 
as intended and under the 
conditions foreseen by the 
manufacturer.

This European Standard covers fuel pipework down-
stream of and including the manual isolating valve; 
burner(s), burner system and ignition device; safety 
related control system (protective system).

This European Standard is not applicable to electricity 
cabling and power cabling upstream of the iThE control 
panel/protective system”. (Source: En 746-2:2010)

The Product Standards En 298, En 1643, En 1854 and En 
161 are Harmonized Product Standards further to the Gas 
Appliances Directive. These Product Standards obtain the 
reference to the Machinery Directive under which they are 
not harmonized by cross-references in En 746-2.

for instance, when using fl ame supervision devices and 
automatic burner control units, En 746-2 makes reference 
to En 298 which describes the technical-safety and design 
requirements made of these devices in great detail.

Automatic burner control units are developed and manu-
factured in accordance with the Product Standard En 298 
(Automatic gas burner control systems for gas burners and 
gas burning appliances with or without fans). Valve prov-
ing systems such as leak tightness devices are developed 
and designed in accordance with the Product Standard En 
1643 (Valve proving systems for automatic shut-off  valves 
for gas burners and gas appliances). Pressure switches are 
developed and designed in accordance with the Product 
Standard En 1854 (Pressure sensing devices for gas burn-
ers and gas burning appliances) and automatic shut-off  
valves are developed and designed in accordance with the 
Product Standard En 161 (Automatic shut-off  valves for gas 
burners and gas appliances).

furthermore, reference is also made to standards for 
functional safety in which the requirements in respect of 
SiL or PL levels are described.

fig. 5: Electrical safety standards
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normative interrelation-
ships, electrical safety 
stanDarDs
Electrical safety is described in the Standards 
En 60204 (Safety of machinery – Electrical 
equipment of machines), harmonized under 
the Machinery Directive and under the Low 
Voltage Directive, and En 61439 (Low-voltage 
switchgear and controlgear assemblies), har-
monized under the Low Voltage Directive 
(Fig. 5).

These Standards stipulate agreements and 
recommendations for the safety, operabil-
ity and maintenance of electrical equipment 
and describe safety measures such as protec-
tion against electric shock, dimensioning and 
design of switchgear, lines and overcurrent 
devices, in addition to equipotential bonding, 
etc.

The electrical equipment of thermoprocessing instal-
lations must comply with the requirements set out in En 
60204-1. furthermore hazards which were identifi ed in the 
risk assessment (required by the Machinery Directive dur-
ing the design phase) must be considered.

normative interrelationships, 
functional-safety stanDarDs 
Standard iEC 61508 (functional safety of electrical/elec-
tronic/programmable electronic safety-related systems) 
defi nes requirements in respect of safety-related systems 
(Fig. 6). The scope of this Standard comprises the entire 
lifecycle of safety-related systems and covers the concept, 
planning, development, implementation and operation of 
the system through to decommissioning of an installation. 
iEC 61508 is a generic standard which is not restricted to a 
specifi c fi eld of application. The following, industry-spe-
cifi c Sector Standards were derived by other standardiza-
tion committees from this Standard:
■		iEC 61511 – functional safety - Safety instrumented sys-

tems for the process industry sector
■		En 50156 – Electrical equipment for furnaces and ancil-

lary equipment
■		iEC 62061 – Safety of machinery - functional safety of 

safety-related electrical, electronic and programmable 
electronic control systems

■		iSo 13849 – Safety of machinery - Safety-related parts of 
control systems.

iEC 61508 and the Sector Standard iEC 61511 are applied 
to process-engineering systems in the chemical industry. 
Both of the iEC Standards are not harmonized under an EC 
Directive.

now that the SiL assessment of safety functions has 
been used for some years in the chemical industry, this 
assessment has now been extended to cover machinery 

and plant installations in accordance with the Machinery 
Directive. Since this topic is still a relatively new one, par-
ticularly for manufacturers of thermoprocessing installa-
tions and for manufacturers of safety devices for thermo-
processing installations, the knowledge and experience 
required for this frequently still needs to be acquired in 
order to adapt new installations to the additional func-
tional safety requirements.

Standards En iEC 62061 and En iSo 13849 are Harmo-
nized Standards further to the Machinery Directive and 
are applied to machinery such as thermoprocessing instal-
lations. En 50156 is a Harmonized Standard further to the 
Low Voltage Directive and is applied, for instance, to steam 
boiler installations.

All three Sector Standards deal with the requirements 
made of the functional safety of systems and describe how 
to ascertain and calculate the required SiL or PL levels. in 
turn, reference is made at various points in these Sector 
Standards to the generic iEC 61508. 

fail-safe PLCs, safety relays and also more recent auto-
matic burner control units and protective system electron-
ics comply with the requirements of iEC 61508 and iEC 
62061 or iSo 13849. SiL certifi cates or PL certifi cates are 
available for these devices.

normative interrelationships, 
Deterministic anD probabilistic 
approach
The relevant Product Standards for safety devices such as 
En 298 for automatic burner control systems or En 161 for 
automatic shut-off  valves were developed on the basis 
of the deterministic approach for assessment of faults 
and failures (Fig. 7). This means that, when developing a 
device, defi ned and reproducible dangerous failures are 
considered, which the aim is to avoid.

fig. 6: Functional safety standards
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The probabilistic approach merely represents another 
point of view for assessment of faults and failures. in this 
case, the statistical probability of dangerous failures is 
determined, and this must be proven by the safety device 
manufacturer during the device development by calcula-
tions and endurance tests in a complex process.

in the case of development of safety devices, the new 
standards for functional safety in accordance with the 
probabilistic approach are also applied, in addition to the 
deterministic Product Standards where essential require-
ments (essential functional requirements such as require-
ments as regards the leak tightness of devices and safety 
times, etc.) are described. By additional application of these 
new Standards, which are published as an SiL Annex or PL 
Annex further to existing Product Standards, the device 
manufacturers can supply type-tested safety devices also 
with an SiL/PL certifi cate in accordance with the Gas Appli-
ances Directive. 

The device manufacturers will only 
gradually be able to make available 
safety devices with additional SiL/PL 
certifi cates to manufacturers of thermo-
processing equipment since creation of 
SiL/PL certifi cates for safety devices is 
an extensive, time-consuming and very 
complex process which is normally and 
practically done in parallel with device 
development and since the required 
standards are partially still being pro-
cessed by the standardization commit-
tees or these are currently only available 
as a Preliminary Standard (prEn).

sil/pl certificates 
for safety Devices of 
elster gmbh
Automatic burner control unit:
An SiL 3/PL e certifi cate is available for 
Elster Kromschröder automatic burner 
control units of Series PfU 700. The 
certifi cate was elaborated in coopera-
tion with TÜV Süd (German technical 
inspection authority for Southern Ger-
many). The standards complied with, SiL 
and PL values and all relevant values are 
specifi ed in the certifi cate.

Automatic shut-off valves:
An SiL/PL certifi cate (which can be used 
up to SiL 3/PL e) is available for Elster 
Kromschröder automatic shut-off  valves 
of Series VAS 1. The SiL/PL level of this 
product depends on the quantity (1 or 
2 valves) and the number of operating 

cycles of the relevant application. The actual SiL/PL value is
determined from various characteristic values of the pro-
duct and the number of operating cycles of the applica-
tion. The calculation formula is printed in the certifi cate. 
The certifi cate was elaborated in cooperation with TÜV 
Rheinland (German technical inspection authority for the 
Rhineland). Calculation of the relevant values as a function 
of the number of operating cycles can be determined 
interactively in the Technical information Bulletin (Ti).

Pressure switches:
An SiL/PL certifi cate (which can be used up to SiL 3/PL 
e) is available for Elster Kromschröder pressure switches 
of Series DG. for this product as well, the SiL/PL level 
depends on the quantity (1 or 2 pressure switches) and on 
the number of operating cycles of the relevant application. 
The actual SiL/PL value is determined from various charac-
teristic values of the product and the number of operating 

fig. 7: Normative interrelationships, deterministic + probabilistic approach

fig. 8: Comparative assessment of PL/SIL, source: IFA (BGIA report 2/2008
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fig. 9: Risk assessment/Risk reduction in accordance with EN ISO 12100, source: EN ISO 12100:2011-03
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or PL e. in both cases, the probability of a dangerous 
failure per hour lies between 10-8 and 10-7. Low risks are 
safeguarded, for instance, with SiL 1 or PL b/c. in both 
cases, the probability of a dangerous failure per hour lies 
between 10-6 and 10-5. The higher the risk, the lower the 
failure probability of the safety devices used must be.

normative interrelationships, 
hazarD analysis anD risK 
assessment
in the sector of machine safety, Din En iSo 12100:2011-03 
(Safety of machinery - General principles for design - Risk 
assessment and risk reduction) specifi es an overall frame-
work for systematic risk reduction. in this case, the risks 
are assessed in accordance with the principles shown 
here. Standard Din En iSo 12100 is a Harmonized Stan-
dard further to the Machinery Directive.

Within the framework of Din En iSo 12100, the Stan-
dard iEC 62061 stipulates safety requirements for elec-
trical/electronic and programmable, electronic (E/E/PE) 
control systems. Moreover, it provides a methodology 
and requirements for integrating safety-related subsys-
tems, designed in compliance with iSo 13849. This also 
allows consideration of the risks of hydraulic, pneumatic 
and mechanical devices/systems. 

“The manufacturer of machinery or his authorised rep-
resentative must ensure that a risk assessment is carried 
out in order to determine the health and safety require-
ments which apply to the machinery. The machinery 
must then be designed and constructed taking into 
account the results of the risk assessment”, (Source: 
DiRECTiVE 2006/42/EC - AnnEX i).

The manufacturer of a machine carries out the risk 
assessment prescribed in the Machinery Directive and 
then constructs the machine allowing for the risk assess-
ment and applying Harmonized Standards. The manufac-
turer elaborates a Declaration of Conformity for the safe 
machine constructed in this way. A CE mark is attached 
to this machine.

in accordance with the Work Equipment Directive, 
the German Labour Protection Act and the German 
ordinance on industrial Safety and Health, the owner of 
a machine analyzes the hazards at his employees’ work-
places. He assumes the owner’s responsibility by provid-
ing safe working equipment, training and instruction of 
the staff , and ensures safe workplaces and safe operation 
of the machine. Safe operation of a thermoprocessing 
installation also comprises regular maintenance of the 
installation.

Risk assessment in accordance with EN ISO 
12100, iterative process
The individual steps in risk assessment are described in 
En iSo 12100 (Fig. 9). The risk analysis includes a stipula-

cycles of the application. The calculation formula is printed 
in the certifi cate. The certifi cate was elaborated in coope-
ration with TÜV Rheinland (German technical inspection 
authority for the Rhineland).

Calculation of the relevant values as a function of the 
number of operating cycles can be determined interac-
tively in the Technical information Bulletin (Ti).

All certifi cates and further information on the safety 
devices of Elster GmbH are provided online in the 
"Dokuthek" www.docuthek.com. further information 
and calculation tools are off ered on the KST website at 
www.system-technik.info.

safety integrity levels (sil 
levels)
Safety integrity Levels (SiL) are defi ned in the Safety Stan-
dards iEC 61508 and iEC 62061 (functional safety of safety-
related electrical, electronic and programmable electronic 
control systems). The probability of a dangerous failure of 
electrical devices/systems is considered.

We distinguish between three levels, SiL 1 – SiL 3 (4):
■		SiL 1 = lowest level
■		SiL 3 = highest level
■		Level SiL 4 is not considered in the Harmonized Stan-

dards further to the Machinery Directive. See iEC 61508-1 
for SiL 4.

performance levels (pl)
Performance Levels (PL) are defi ned in the Safety Standard 
iSo 13849 (Safety-related parts of control systems). The 
probability of a dangerous failure of electrical, hydraulic, 
pneumatic and mechanical devices/systems is considered. 
We distinguish between fi ve levels, PL a – PL e:
■		PL a = lowest level
■		PL e = highest level

comparison between pl anD sil
Fig. 8 shows the Performance Level (PL) and Safety 
integrity Level (SiL) as a probability of a dangerous failure 
per hour (PfHD). High risks are safeguarded with SiL 3 

fig. 10: PL/SIL level of a safety function
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■		Step 2: safeguarding (technical safety measures) and, 
possibly, complementary safety measures.

■		Step 3: user information as regards the residual risk.
Application of these steps should commence with inher-
ently safe design, and additional safety measures should 
be considered only if this does not allow further risk 
reduction to be achieved. User information as regards 
the residual risk should only be selected in 3rd place since 
the eff ectiveness of this measure basically depends on 
whether the information is also available to the owner or 
operator of the machine/thermoprocessing installation 
and whether the user information has been understood.

Process for risk reduction from the point of view 
of the owner
Safety measures which must then be taken by the user 
or owner relate to organizational measures, provision and 
application of additional safety devices, use of personal 
protective equipment, training and briefi ng, etc.

SIL/PL level of a safety function
The SiL/PL level is determined for a safety function (con-
sisting of sensor + logic + actuator) (Fig. 10). Since ther-
moprocessing installations include diff erent safety func-
tions, it is not possible to determine or calculate a single 
SiL/PL level for an entire installation, but this must be 
determined separately for every safety function. The term 

tion of the limits of the machine, identifi cation of the 
hazards and the risk estimation. The risk assessment also 
covers the risk evaluation. The risk assessment is either 
complete for the assessed safety function or a further 
risk reduction must be implemented on the basis of the 
assessment result as to whether the risk can be consi-
dered adequately low or has been reduced adequately. 

The process is run through iteratively until the ques-
tion “Risk adequately reduced?” can be answered with 
Yes. The process of risk assessment must be run through 
separately for every safety function. The risk assessment 
relates to all hazards which may occur on the machine.

Process of risk reduction from the point of view 
of the designer 
The Din En iSo 12100 Standard defi nes the essential 
terminology and methodology which are applied for 
achieving machine safety. The stipulations in this Stan-
dard are intended for designers.

All safety measures applied for achieving this objec-
tive must be taken in the order designated the "3-step 
method".
■		Step 1: inherently safe design measures: This phase is 

the only one in which hazards can be eliminated. This 
dispenses with the need for additional safety measures 
such as technical safety measures or complementary 
safety measures.

fig. 11: 
Determination of the 
Performance Level, 
source: EN ISO 13849-1
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Determining the requireD perfor-
mance level in accorDance with 
Din en iso 13849-1
The required PL level is determined allowing for the 
severity of injury (S = S1 or S2), frequency and/or expo-
sure to hazard (f = f1 or f2) and the possibility of avoid-
ing hazard or limiting harm (P = P1 or P2). There is a 
required PL level of PL d for the specifi c hazard shown 
in Fig. 11, for which S has been determined as S2, f has 
been determined as f2 and P has been determined as P1.

Determining the requireD sil 
level in accorDance with en 62061
The required SiL level is determined allowing for the 
Severity of injuries, Consequences (Se = 4, 3, 2 or 1), fre-
quency and duration of exposure (fr = 5, 4, 3 or 2), Prob-
ability of occurrence of hazardous event (Pr = 5, 4, 3, 2 or 
1) and the Probability of avoiding or limiting harm (Av = 
5, 3 or 1).

The Cl class is calculated according to the formula Cl = 
fr + Pr + Av. The intersection of the severity of injuries Se 
and the Class Cl is the required SiL level.

The result is: Cl = fr + Pr + Av = 4 + 5 + 5 = 14 for the 
specifi c hazard shown in Fig. 12, for which Se has been 

“safety function of a system” means the interconnection 
of “sensor” (acquisition), “control/logic” (processing) and 
“actuator” (switching).

Determining the required SIL/PL level
if the risk assessment of the thermoprocessing installation 
has shown that there is a need for an additional safety 
measure for minimizing the risk and that this should be 
designed in the form of an electrical safety device/safety 
function, it is required to initially determine the required 
SiL or PL level. This is where the use of so-called risk ele-
ments comes into play.

RISK = SEVERITY and PROBABILITY OF 
OCCURRENCE of that harm
The risk associated with a particular hazardous situation 
depends on the following elements:
a) the severity of harm;
b) the probability of occurrence of that harm, which is a 

function of
1) the exposure of person(s) to the hazard,
2) the occurrence of a hazardous event, and
3) the technical and human possibilities to avoid or limit 

the harm.

fig. 12: Determination of the SIL level, source: EN 62061
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C and D. for example, the Standard lists functions which 
will lead to immediate hazard in case of failure such as 
fl ame supervision and ratio control.

en 746-2:2010 – protective system, 
version a
The protective system, Version A, is a hardwired protec-
tive system (non-programmable) and describes the use 
of safety devices in accordance with Product Standards 
(see Sections 5.2 to 5.6) (Fig. 13), i.e. the safety devices 
used here correspond to specifi c safety requirements, 
matched to the fi eld of application and the functional 
requirements made of these devices, as demanded in the 
corresponding Product Standards for automatic burner 
control systems, valve proving systems, pressure sensing 
devices, automatic shut-off  valves and gas/air ratio con-
trols. it is not possible to apply En 62061 or En iSo 13849.

Example:
The “tightness check” safety function is structured in 
accordance with Version A with interconnection of a sen-
sor (pressure switch to En 1854) with logic (tightness con-
trol to En 1643) and the actuators (gas valves to En 161).

There have been extensive Product Standards, 
matched constantly to the state of the art, for fi ring 
technology for many decades now. The installations and 
products designed in accordance with these Standards 
feature a very high safety level. The example of the auto-
matic burner control units, millions of which have been 
installed in the fi eld, shows that damage attributable to 
lack of requirements in standards has never occurred.

Even without additional SiL/PL certifi cation of safety 

determined as 3, fr has been determined as 4, Pr has 
been determined as 5 and Av has been determined as 
5. if the table is applied, this results in a required SiL level 
of SiL 3 at the point of intersection of Se = 3 and Cl = 14.

en 746-2:2010 – electrical equip-
ment anD protective system
The general requirement of En 746-2:2010 states that the 
electrical equipment of thermoprocessing installations 
must be designed in compliance with Din En 60204-1 
(Electrical equipment of machines). one important new 
aspect in the current Standard is the requirements in 
respect of the functional safety of the protective system. 
The protective system must be designed either in accor-
dance with Version A, B, C or D. 

en 746-2:2010 – requirements of 
the protective system
The Standard describes a general classifi cation of func-
tions: non-hazardous functions: no requirements as 
regards functional safety are specifi ed.

Guarding functions not leading to immediate hazard in 
the case of failure: This demands the use of components 
in accordance with Product Standards (see En 746-2, 
Sections 5.2 to 5.6) or components with SiL 2/PL d cer-
tifi cation. for example, the Standard mentions guarding 
functions such as gas pressure and temperature.

functions which will lead to immediate hazard in case 
of failure: This demands the use of components in accor-
dance with Product Standards (see En 746-2, Sections 5.2 
to 5.6) or components with SiL 3/PL e certifi cation. These 
requirements arise from the description of Versions A, B, 

fig. 13: Protective system, Version A, source: 
 EN 746-2:2010

fig.14: Protective system, Version B, source: 
 EN 746-2:2010
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Sections 5.2 to 5.6) in combination with 
safety devices for which a corresponding 
SiL/PL level has been defi ned and verifi ed 
(Fig. 14).

Components in accordance with Pro-
duct Standards (see Sections 5.2 to 5.6) or 
components for which no relevant prod-
uct standards are existing with at least 
SiL 2/PL d certifi cation, must be used for 
“guarding functions not leading to imme-
diate hazard in the case of failure” (e.g. gas 
pressure, temperature).

Components in accordance with Prod-
uct Standards (see Sections 5.2 to 5.6) or 
components for which no relevant prod-
uct standards are existing with SiL 3/PL e 
certifi cation, must be used for “functions 
which will lead to immediate hazard in 
case of failure” (e.g. fl ame control).

Example:
The “high temperature limit monitoring” 
safety function, in accordance with Ver-
sion B, is structured by interconnection of 
a sensor (safety temperature limiter with 
SiL/PL certifi cation) with logic (automatic 
burner control unit to En 298) and the 
actuators (gas valves to En 161).

en 746-2:2010 – protective system, 
version c
The protective system, Version C, is a PLC-based protec-
tive system (programmable) and describes the use of 
safety devices in accordance with Product Standards (see 
Sections 5.2 to 5.6) in combination with safety devices 
for which a corresponding SiL/PL level has been defi ned 
and verifi ed and/or in combination with a PLC for which a 
corresponding SiL/PL level has been defi ned and verifi ed 
(Fig. 15).

Components in accordance with Product Standards 
(see Sections 5.2 to 5.6) or components for which no rel-
evant product standards are existing with at least SiL 2/PL 
d certifi cation, must be used for “guarding functions not 
leading to immediate hazard in the case of failure” (e.g. 
gas pressure, temperature).

Components in accordance with Product Standards 
(see Sections 5.2 to 5.6) or components for which no 
relevant product standards are existing with SiL 3/PL e 
certifi cation, must be used for “functions which will lead 
to immediate hazard in case of failure” (e.g. fl ame control).

The hardware and software of the PLC must meet the 
requirements of En iEC 62061 or En iSo 13849 and also 
allow for the functional requirements (e.g. total closing 
time), as specifi ed in Sections 5.2 to 5.6.

devices, the safety objectives and safety requirements 
for use of safety devices in accordance with Product 
Standards are guaranteed, and implementation of a pro-
tective system, Version A, must thus be viewed as one of 
several alternative options.

Standardization committees and study groups involv-
ing manufacturers and testing agencies are currently 
working intensively on sector-specifi c extensions to the 
aforesaid Product Standards in order to also include addi-
tional requirements from the standards for functional 
safety in the future. Additional SiL/PL certifi cation of 
safety devices can be anticipated as the result of these 
eff orts, and, currently, this is already being implemented 
by some of the manufactures of safety devices.

Additional SiL/PL certifi cation of safety devices, how-
ever, will generally not be possible for older safety 
devices (exception: verifi cation of suitability for proven 
operation), since the certifi cation process is carried out 
as an accompanying process to development and is thus 
not possible retroactively.

en 746-2:2010 – protective system, 
version b
The protective system, Version B, is a hardwired protective 
system (non-programmable) and describes the use of 
safety devices in accordance with Product Standards (see 

fig. 15: Protective system, Version C, source: EN 746-2:2010

fig. 16:
 Protective system, 
Version D, source: 
EN 746-2:2010
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with SiL/PL certification) with logic (safety PLC or safety 
electronics with SiL/PL certification) and the actuators 
(gas valves to En 161 with SiL/PL certification).

Note:
The requirement solely for SiL 3/PL e results in this case in 
a contradiction with the other Versions of the protective 
system in the Standard. What would appear practicable 
here is a distinction between SiL 2/PL d and SiL 3/PL e, as 
described in Versions B and C.

v moDel for software Develop-
ment for safety plc
The procedure in accordance with the V model, for 
instance, is recommended for software development for 
safety PLCs and programmable safety devices.

“All lifecycle activities of safety-related embedded or 
application software shall primarily consider the avoid-
ance of faults introduced during the software lifecycle. 
The main objective of the requirements is to have read-
able, understandable, testable and maintainable soft-
ware.

The design activities comprise safety-related software 
specification, system design, module design and coding 
(the PLC program). The checking and testing activities 

Example:
The “gas max. pressure monitoring safety interlock” safety 
function, in accordance with Version C, is structured by 
interconnection of a sensor (pressure switch to En 1854) 
with logic (safety PLC with SiL/PL certification) and the 
actuators (gas valves to En 161).

en 746-2:2010 – protective system, 
version D
The protective system, Version D, is a PLC-based protec-
tive system (programmable) and describes the use of 
safety devices for which a corresponding SiL/PL level has 
been defined and verified in combination with a PLC for 
which a corresponding SiL/PL level has been defined and 
verified (Fig. 16). All components should feature SiL 3/
PL e certification in accordance with the Standard.

The hardware and software of the PLC must comply 
with the requirements of En iEC 62061 or En iSo 13849 
and must also allow for the functional requirements (e.g. 
total closing time) as specified in Sections 5.2 to 5.6.

Example:
The “gas max. pressure monitoring safety interlock” safety 
function, in accordance with Version D, is structured by 
interconnection of a sensor (pressure switch to En 1854 

fig. 17: Safety functions of a process control system
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trol (350), the safety interlocks (shown in yellow) are set 
and the burners are started in the ignition position. once 
the presence of the flame has been signalled to the auto-
matic burner control units (450), the burners start. The 
temperature controller (510) takes over the temperature 
control of the heating equipment. The requirements as 
regards the required SiL/PL levels for the safety functions 
shown in fig. 17 are listed in Table 1.

sil/pl levels requireD for safety 
functions
The safety functions listed in Table 1 are initially consi-
dered as regards their operating mode. in general, a dis-
tinction is made between so-called low demand mode 
(mode of operation in which the frequency of demands is 
no greater than one per year) and so-called high demand 
mode (mode of operation in which the frequency of 
demands is greater than one per year). in practice, low 
demand mode is not important on machines/thermo-
processing installations since, on the one hand, only a 
few safety functions could be classified as such anyway 
and, on the other, En 62061 considers low demand mode 
to be irrelevant for application on machinery.

NOTE from EN 62061 – 3.2.26:
Equipment that is only designed in accordance with 
requirements for the low demand mode of operation 
described in iEC 61508-1 and iEC 61508-2 can be unsuit-
able for use as part of a SRECS in this standard. Low 
demand mode of operation is not considered to be rele-
vant for SRECS applications at machinery.

comprise the module testing, the integration testing and 
validation of the software”.

Safe programming is very important so that the combi-
nation of SiL/PL-certified PLC hardware and the software 
of the safety PLC forms a safe unit. Software errors may 
lead directly to a safety risk. Corresponding measures 
must be taken in order to avoid software errors. fre-
quently, corresponding software modules are offered by 
the control system manufacturers. Specifically, Part 3 of 
iEC 61508 deals with writing software.

safety functions of a process 
control system
Fig. 17 shows the fundamental safety functions of the 
protective system of the process control system of a ther-
moprocessing installation. Electronic safety devices are 
coloured orange. The supply voltage is supplied to the 
control system via the power supply unit (100). Start-up of 
the combustion air fan control system (210) includes the 
contact switchover check of the Air min. pressure switch 
(311).

The control block for monitoring the safety limits (300) 
assumes the safety-related monitoring of the safety limits 
Air min. (311), Gas min. (321), Gas max. (322), Emergency 
stop (331) and the monitoring of the safety temperature 
limiter (332).

once the system has started and all safety limits (300) 
are present, pre-purging (341) of the thermoprocessing 
equipment begins and the tightness control (350) checks 
the valves. once pre-purge (341) has been completed 
and the oK signal has been issued by the tightness con-

   
EN 

746-2 
 

EN 
746-2 

   

IEC 62061 
(determined)

ISO 13849 
(determined)

Safety function: Operating mode: SIL: PL: SIL: PL:

Gas max. pressure monitoring High / Low demand 2 d 2 d

Gas min. pressure monitoring High / Low demand 2 d 2 d

Air min. pressure monitoring High demand     2 d

Prepurge High demand     2 (3) d (e)

Tightness control / valve proving system High demand     2 (3) d (e)

Flame monitoring / burner control unit High demand 3 e 3 e

Ignition Position monitoring (Single/Multipleburner) High demand     2 / 1 d / c

Air / Gas - ratio monitoring High demand 3 e 3 e

High temperature limit monitoring High demand 3 e 3 e

Emergency stop / Emergency shut down High / Low emand     2 / 3 d / e

table 1: SIL/PL levels required for safety functions
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As described in En 62061, only the high demand mode 
is considered on machines such as thermoprocessing 
installations for the components of the protective system.

Required SIL/PL levels:
first of all, the SiL/PL levels required by En 746-2 are 
plotted in Table 1. in addition, SiL/PL levels which were 
determined in discussions with manufacturers of ther-
moprocessing installations in accordance with the risk 
assessment from iEC 62061 and iSo 13849 are listed. The 
values given by way of example in Table 1 refer to typical 
thermoprocessing installations. The required SiL/PL levels 
may vary dependent on the risk assessment.

The following can be stated:
The requirements for monitoring the gas and air pressure 
mainly coincide with the requirement of SiL 2/PL d set 
out in En 746-2.

En 746-2 does not make any direct statements as 
regards the pre-purge and tightness check safety func-
tions. Determining the values of SiL 2/PL d is based on 
the assessment that this safety function in general is 
always implemented together with other safety func-
tions (e.g. use of two automatic shut-off valves to En 161 
or pre-purge and tightness check), i.e. a failure generally 
does not lead to an immediate hazard. SiL 3/PL e may 
be required in individual cases, depending on the risk 
assessment.

The SiL 3/PL e requirement for the flame control/auto-
matic burner control unit safety function again coincides 
with the requirement set out in En 746-2. Here, it is clear 
that, if the flame is not present on the burner, uncom-
busted gas flows into the combustion chamber which 
leads to an immediate hazard.

The risk assessment for monitoring ignition position 
resulted in SiL 2/PL d for individual burners and SiL 1/PL c 
for multiple burner systems since the risk drops greatly in 
the case of a multiple burner system (e.g. ignition of one 
of many burners).

Assessment of air/gas ratio monitoring was extremely 
difficult. Apart from the fact that the requirement of 
En 746-2 for SiL 3/PL e and the implementation of this 
usually encountered on thermoprocessing installations 
frequently differ greatly from one another, it is hardly 
possible currently to implement SiL 3/PL e technically. 
Although differential pressure transducers for flow meter-
ing via an orifice are available in general as single-channel 
versions with SiL 2/PL d or two-channel versions with 
SiL 3/PL e, the corresponding certificates frequently fea-
ture only a PfD value for low demand mode in place 
of a PfHD value for high demand mode. The fact that, 
in accordance with En 62061 (see above), low demand 
mode is considered irrelevant for machinery and, thus, 
for thermoprocessing installations and, consequently, 

devices for high demand mode are to be used, aggra-
vates the problems even further. Ultimately, it can be 
stated that, in this case, manufacturers of devices and 
manufacturers of thermoprocessing installations must 
still develop solutions jointly which lead to the required, 
high technical-safety level on the one hand and which 
are affordable from an economic aspect on the other 
hand.

High temperature limit monitoring, which is used on 
thermoprocessing installations to switch from flame con-
trol to temperature monitoring as a function of the 
process temperature, must clearly be assigned to SiL 3/
PL e since, in this case, the same requirements as with the 
flame control safety function apply. Here, in turn, there is 
correspondence with En 746-2.

The emergency stop/emergency shut down safety 
function is conventionally classified in SiL 2/PL d or SiL 3/
PL e. occasionally, SiL 1/PL c may also be adequate as a 
function of the relevant system conditions. The required 
SiL/PL levels for safety functions of the protective system 
may differ in individual cases, but a risk assessment must 
be conducted on a general basis as described.

conclusion
Table 1 shows that, for most safety functions of the pro-
tective system of a thermoprocessing installation, the 
requirements demanded by the standards on functional 
safety can generally be determined and implemented. 
Admittedly, there are still difficulties in this case here and 
there but, basically, the industry is on the right track.

Device manufacturers and the ifA (BGiA) offer corre-
sponding tools for calculating the SiL/PL levels. Alterna-
tively, however, calculation may be done in accordance 
with the description in the Standard iEC 62061 or iSo 
13849.

it can be anticipated that more and more devices with 
SiL/PL certification will be offered by the device manu-
facturers and that the new requirements will gradually 
be included in the daily design work by manufacturers of 
thermoprocessing installations.

not least, Versions A – D of the protective system in 
accordance with En 746-2, which can be used as an alter-
native, are helpful.

summary of relevant  
eu Directives anD stanDarDs

Machinery Directive 2006/42/EC
DiRECTiVE 2006/42/EC of THE EURoPEAn PARLiAMEnT 
AnD of THE CoUnCiL
of 17 May 2006 on machinery, and amending Directive 
95/16/EC (recast) 
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Low Voltage Directive 2006/95/EC
DiRECTiVE 2006/95/EC of THE EURoPEAn PARLiAMEnT 
AnD of THE CoUnCiL
of 12 December 2006 on the harmonisation of the laws of 
Member States relating to electrical equipment designed 
for use within certain voltage limits (codified version)

EMC Directive 2004/108/EC
DiRECTiVE 2004/108/EC of THE EURoPEAn PARLiAMEnT 
AnD of THE CoUnCiL
of 15 December 2004 on the approximation of the laws 
of the Member States relating to electromagnetic com-
patibility and repealing Directive 89/336/EEC

Gas Appliance Directive 2009/142/EC
DiRECTiVE 2009/142/EC of THE EURoPEAn PARLiAMEnT 
AnD of THE CoUnCiL
of 30 november 2009 relating to appliances burning gas-
eous fuels (codified version)

SUMMARY of RELEVAnT EU DiRECTiVES AnD STAn-
DARDS - ProdSG:
Poduct-Safety Act - ProdSG
Gesetz über die Bereitstellung von Produkten auf dem 
Markt (Produktsicherheitsgesetz – ProdSG)
Artikel 1 des Gesetz über die neuordnung des Geräte- 
und Produktsicherheitsrechts vom 8. november 2011

iSo 12100:2010-11
Safety of machinery - General principles for design - Risk 
assessment and risk reduction 
first edition 2010-11-01

iEC 61508-1:2010
functional safety of electrical/electronic/programmable 
electronic safety-related systems - Part 1: General require-
ments; Edition 2.0 2010-04

iEC 61508-2:2010
functional safety of electrical/electronic/programmable 
electronic safety-related systems - Part 2: Requirements 
for electrical/electronic/programmable  electronic safety-
related systems; Edition 2.0 2010-04

iEC 61508-3:2010
functional safety of electrical/electronic/programmable 
electronic safety-related systems - Part 3: Software require-
ments; Edition 2.0 2010-04

iEC 61508-4:2010
functional safety of electrical/electronic/programmable 
electronic safety-related systems - Part 4: Definitions and 
abbreviations; Edition 2.0 2010-04

iEC 61508-5:2010
functional safety of electrical/electronic/programmable 
electronic safety-related systems - Part 5: Examples of 
methods for the determination of safety integrity levels; 
01.04.2010

iEC 61508-6:2010
functional safety of electrical/electronic/programmable 
electronic safety-related systems - Part 6: Guidelines on 
the application of iEC 61508-2 and iEC 61508-3; 01.04.2010

iEC 61508-7:2010
functional safety of electrical/electronic/programmable 
electronic safety-related systems - Part 7: overview of 
techniques and measures; 01.04.2010

iEC 60204-1: 2008
Safety of machinery - Electrical equipment of machines – 
Part 1: General Requirements; Amendment 1; 01.11.2008

iEC 61511-1:2003
functional safety - Safety instrumented systems for the 
process industry sector - Part 1:  framework, definitions, 
system, hardware and software requirements; 01.12.2003 
+ iEC 61511-1 Corrigendum 01.11.2004

En 50156-1:2004
Electrical equipment for furnaces and ancillary equip-
ment - Part 1: Requirements for application design and 
installation; 01.10.2004

iEC 62061:2005
Safety of machinery - functional safety of safety-related 
electrical, electronicand programmable electronic con-
trol systems; 01.01.2005

En iSo 13849-1:2008
Safety of machinery - Safety-related parts of control 
systems - Part 1: General principles for design (iSo 13849-
1:2006); 01.06.2008

En iSo 13849-2:2008
Safety of machinery - Safety-related parts of control sys-
tems - Part 2:  Validation (iSo 13849-2:2003); 01.06.2008

En 61439-1:2009
Low-voltage switchgear and controlgear assemblies - Part 1:  
General rules (iEC 61439-1:2009, modified); 01.11.2009
En 61439-2:2009

Low-voltage switchgear and controlgear assemblies - 
Part 2: Power switchgear and controlgear assemblies  
(iEC 61439-2:2009); 01.11.2009
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En 746-1:2010
industrial thermoprocessing equipment - Part 1: Com-
mon safety requirements for industrial thermoprocessing 
equipment; German version En 746-1:1997+A1:2009

En 746-2:2010
industrial thermoprocessing equipment - Part 2: Safety 
requirements for combustion and fuel handling systems; 
German version En 746-2:2010

En 746-3:2010
industrial thermoprocessing equipment - Part 3: Safety 
requirements for the generation and use of atmosphere 
gases; German version En 746-3:1997+A1:2009

En 746-4:2000
industrial thermoprocessing equipment - Part 4: Particu-
lar safety requirements for hot dip galvanising thermo-
processing equipment; German version En 746-4:1999

Din En 746-5:2001
industrial thermoprocessing equipment - Part 5: Particu-
lar safety requirements for salt bath thermoprocessing 
equipment; German version En 746-5:2000

En 746-8:2001
industrial thermoprocessing equipment - Part 8: Particu-
lar safety requirements for quenching equipment; Ger-
man version En 746-8:2000

En 13611:2011
Safety and control devices for gas burners and gas burn-
ing appliances - General requirements; German version 
En 13611:2007+A2:2011

En 298:2004
Automatic gas burner control systems for gas burners and 
gas burning appliances with or without fans; German version 
En 298:2003

En 1643:2001
Valve proving systems for automatic shut-off  valves for gas 
burners and gas appliances; German version En 1643:2000

En 1854:2010
Pressure sensing devices for gas burners and gas burning 
appliances; German version En 1854:2010

En 161:2011
Automatic shut-off  valves for gas burners and gas appliances; 
German version En 161:2011

En 12067-2:2004
Gas/air ratio controls for gas burners and gas burn-
ing appliances - Part 2: Electronic types; German version 
En 12067-2:2004

BGiA – Report 2/2008e
functional safety of machine controls
- Application of En iSo 13849 -
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